Article
B

The Law of Trade Secrecy and Covenants
~ Not to Compete in Colorado—Part I

by John F. Reha

In the past ten years, few areas of the
law have experienced the exponential
growth as those of trade secrecy and com-
petition restrictions, The advent of technol-
ogy and the corning of age of the “dot.com”
world have only accelerated a process of
legal development, which was already in
astate of rapid growth. In the post-indus-
trial, information-based economy, increas-
ingly it is information that is the key as-

set of business. In the industrial age, hard .

assets were the lifeblood of most business-
es, but they have now been relegated to
the supporting role of tools. Many busi-
nesses sell information, others market con-
cepts, and still others sell identity. Thus,
fewer new businesses are involved in the
sale of tangible items, at least in the tra-
ditional, “bricks and mortar” sense.

Moreover, for all businesses, even those
involved in traditional inventory-based in-
dustries, knowledge and relationships are
increasingly proving to be the core value
of organizations. Sales personnél with a
large network of contacts and designers
and engineers possessing “kmow how” com-
monly hold in their hands the key to the
value of the entire enterprise (or at least
a critical part of it). The law has attempt-
ed to keep up with these fundamental
changes. That attempt is often through
the concepts of trade secrecy and covenants
not to.compete. This article addresses a
number of those developments, with an
emphasis on the law of Colorado.

The first part of this two-part article fo-
cuses on trade secrets. The second part, to
be published in the May 2001 issue, will
discuss covenants not to compete. These
articles have two purposes: (1) to afford
Colorado practitioners a greater under-
standing of the substantive law in the ar-
eas of intangible asset misappropriation
and competition; and (2) to provide prac-
tical drafting and litigation tips on issues
that may arise in these areas,

-

HISTORY OF GOVERNANCE
OF INTANGIBLES

Many facets of the law impact the gen-
eral area of intangible assets, At the fed-
eral level, statutes governing patent, trade-
mark, and copyright have existed for many
years. In a product-driven, industrial econ-
omy, the systems arising under these stat-
utory schemes proved adequate to protect
much of the intellectual property issues of

- the day. However; ovér the past twenty

years, the rapid rise of “soft” assets to the
fore of the nation’s economy has rendered
much of the protection offered by these
statutes ineffective or misplaced, Patent
covers “invention,” which historically has
connoted a tangible item. Copyright pro-
tects expression only, not ideas or concepts.
Trademark protects identification of the
source of goods or services, Thus, while the
scope of the federal statutory scheme is
fairly broad, it does not cover many key as-
pects of business in today’s world, includ-
ing a great deal of research and develop-
ment information, technical innovation,
processes, business strategy, customer
identity information, and “relationship
capital” with existing suppliers and cus-
tomers.

As business has increasingly recognized
the real world value of such information,
the law has developed to govern many of

the issues that arise outside of the histori- |
.cal areas covered by federal statute. The

two major areas falling outside the pat-
ent, copyright, and trademark scheme are
trade secrecy and competitive restrictions.
Both have seen rapid development in the
United States in the recent past.

Because states such as Colorado (which
has enjoyed a large increase of technolo-
gy-based business activity) have seen a
disproportionately large number of issues
in-this arepa, they have led the way in the
development of law to cover these areas.”

Much of this legal development has been
via the typical common-law vehicles, but
statutory attempts to deal with these ar-
eas bave occurred as well. This is especial-
ly true in Colorado, which has not only
adopted the Uniform Trade Secrets Act
(“UTSA”),! along with the majority of oth-
er states, but has taken the unique step of
enacting a statute that governs issues aris-
ing as to covenants not to compete (to be
discussed in Part IT of this article).2

THE MODERN LAW OF
TRADE SECRECY .
Colorado has long recognized and pro-
tected trade secrets. With the adoption of
the UTSA in 1986, the law of trade secre-
cy in Colorado underwent significant re-
vision, I
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Common-Law
Misappropriation
Prior to the adoption of the UTSA by the
Colorado General Assembly, effective Ju-
ly 1, 1986, Colorado adhered to the com-
mon-law rule of trade secrecy. At common
law; a six-part analysis, set forth as follows
in Porter Industries, Inc. v. Higgins,? deter-
mined the existence of a trade secret:
‘(1) the extent to which the information
is known outside the businesg, (2) the
extent to which it is known to thoge in-
side the business, i.e., by the employees,
(3) the precautions taken by the holder
of the trade secrets to guard the secre-
cy of the information, (4) the savings ef-
fected and the value to the holder in hav-
ing the information as against competi-
tors, (5) the amount of effort or money
expended in obtaining and developing

the information, and (6) the amount of-

time and expense it would take for oth-
ers to acquire and duplicate the infor-
mation. . . .The most commonly accept-
ed definition of trade secrets is restrict-
ed to confidential information which is
not disclosed in the normal course of ex-
ploitation.t - '

MisapprOpﬁ_atiOh“? ’
Under the UTSA

By its express terms, the UTSA sets

forth four elements necessary to establish
a claim for trade Secret misappropriation:

secrecy, value, protective measures, and im- -

proper means of appropriation. The first
three of these elements are set forth in the
definition of trade secret, and the fourth is
included in the definition of misappropri-
ation. s o

Definition of “Trade Secret”
Section 102(4),5 which defines trade se-

cret for purposes of the UTSA, varies sig- -

nificantly from the common-law test; -
“Trade secret” means the whole or any
portion or phase of any scientific or tech-
nical information, design, process, pro-
cedure, formula, improvement, confi-
dential business or financial informa-
tion, listing of names, addresses, or tele-
phone numbers, or other information
relating to any business or profession
which is secret and of value. To be a
“trade secret” the owner thereof must
have taken measures to prevent the se-
cret from becoming available to persons
other than those selected by the owner
to have access thereto for limited pur-
poses.
Three elements exist in this statutory

definition—secrecy, value, and protective

measures, While these elements are fac-
tors in the common-law test, they are re-
quirements under the UTSA. Despite this
distinction, Colorado courts have contin-
ued to cite authoritatively to the common-
law test in cases determined after the
adoption of the UTSA.6 The existence and
scope of protective measures as a require-
ment has served as the key issue in at least

two cases décided after the UTSA's adop-

tion.” From these cases, as well as from the
language of the UTSA itself, it is clear that
secrecy, value, and protective measures are
all required for a trade secret to be found.

Secrecy: The “laundry list” of candidates
for trade secrecy in the UTSA includes:
“any scientific or technical information,
design, process, procedure, formula, im-

provement, confidential business or finan-

cial information, listing of names, address-
es, or telephone numbers, or other infor-
mation,” provided that such items are tru-
ly secret.? Seerecy is often the key issue un-
der the UTSA. In turn, the UTSA puts
great weight on protective measures as a
means of establishing secrecy. .

Although the UTSA nowhere requires
a written agreement to preserve trade ge-
crecy, enforcement of an oral agreement is
by no means a certainty, bécause an oral
agreement may not be an adequate pro-
tective measure, except perhaps as to
highly technical, clearly proprietary infor-
mation. If a written employment agree-
ment is entered into that does not set forth
trade secrecy language, an attempt at im-
posing a trade secrecy restriction may be
barred by the parol evidence rule, espe-
cially if the written- agreement includes
an integration clause. As a matter of gen-
eral contract law, such clauses typically
bar the introduction of evidence in addi-
tion to the express terms of the written
agreement itself!®. -

Protective Measures: For a trade se-
cret to arise under the UTSA, the owner
of the information must adopt “measures
to prevent the secret from becoming avail-
able to persons other than those selected
by the owner to have access thereto for
limited purposes.” In Network Telecom-
munications, Inc. v. Boor-Crepeau, ' the
plaintiff’s complaint alleged that “contact
lists” used by telemarketers were handed
out on a weekly basis, telemarketers were
prohibited from sharing their lists with
co-workers, and the lists were collected
and shredded on a regular basis. This was
found at least to merit the presentation of
evidence on a motion for preliminary in-
Jjunction.

- Conversely, in Colorado Supply Co. v.
Stewart,!® neither a written trade secrecy
agreement nor any other appreciable
measures were used to safeguard secrecy.
Moreover, the “employee” at issue (in fact
an independent contractor sales represen-
tative) developed much of the information
himself, and the information compiled by
the “employer” was routinely given to

him. As the court stated: .
Here, the trial court concluded that

plaintiff’s customer lists were not trade
secrets because: (1) the information was
developed by Stewart, who was an in-
dependent contractor, rather than by
plaintiff; (2) the names on the list can

- be obtained fairly easily, by reading
. through the business section of the tele-

phone directory and by asking prospec-
tive customers from whom they pur-
. chase certain products; and (3) there
was no exclusivity as to customers, in
that customers purchased the products
from more than one vendor, . . ;14
This was found insufficient to confer trade
secrecy status. - -

. Information that is known generally
from observation or that. may be devel-
oped through means available to the pub-
lic is not secret and, therefors, cannot be a

secret,'® nor is an employee’s pré-existing .

knowledge.”” In Stewart, the fact that the
allegedly confidential information was
given to an independent contractor was
critical. The Court of Appeals stated:
The trial court also found that the pre-
cautions taken to protect all of this in-
formation were not those taken to pro-
tect trade secrets—they were only nor-
- mal business precautions. Further-
more, dissemination of this information
was not limited to certain employees,
Even independent contractors, who
- were hired ag salespersons, were pro-
vided the information.!8
Thus, the question arises as to whether
maintaining confidentiality of customer
lists with independent contractors is even
possible. By definition, releasing customer
lists to independent. contractors allows the
information to be known beyond the or-
ganization seeking trade secret protec-
tion. The court in Stewart was of the opin-
ion that releasing customer lists to inde-
pendent contractors is not consistent with
“measures to prevent the secret from be-
coming available to persons other than
those selected by the owner to have access
thereto for limited purposes” within the
UTSA." Instead, the acts taken by the
employer were deemed as “only normal
business precautions,” which were not
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enough to meet the protective measures
standard of § 102(4) of the UTSA.20
Stewart is a customer list case, and un-
like customer identity, technical and re-
. search information usually is considered
inherently confidential. Sharing this type
of information with independent contrac-
tors (especially if such disclosure is done
under non-disclosure agreements) may
not cause a finding that trade secrecy is
lost. Disclosure of such information in this
nature is both necessary and routine. It is
therefore uncertain that a court would in-
validate trade secrecy on such disclosure.
A written non-disclosure agreement alone
may be a satisfactory protective measure
for such information. However, Stewart at
least raises a question as to whether such
an agreement, without more, will render
a customer list a trade secret, especially in
relation to an independent sales represen-
tative, L
Value: In the Colorado cases discuss-
ing the UTSA, the element of value is rare-
ly noted as an issne. If information has rec-
ognized value or if its use would give a
competitor an advantage, value would ap-
pear to be established. AR

Element of Improper Means
Aside from the elements found in the
definition of trade secret, the additional el-
ement of “improper means” must be es-
tablished for an actionable claim to exist

under the UTSA. Such an element arises -

from the statutory definition of “misappro-
priation™ _

“Misappropriation” means:

(a) Acquisition of a trade secret of an-
other by a person who knows or has
reason to know that the trade secret
was acquired by improper means; or

(b) Disclosure or use of a trade secret of
another without express or implied
consent by a person who:

(I) Used improper means to acquire
knowledge of the trade secret; or

(ID) At the time of disclosure or use, knew
or had reason to know that his
Imowledge of the trade secret was:

(A) Derived from or through a person
who had utilized improper means to
acquire it; )

(B) Acquired under circumstances giv-
ing rise to a duty to maintain its se-
crecy or limit its use; or

(C) Derived from or through a person
who owed a duty to the person seek-
ing relief to maintain its secrecy or
limit its use; or

(I1I) Before a material change of his po-
sition, knew or had reason to know
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that it was a trade secret and that
knowledge of it had been acquired
by accident or mistake,2! :
Few Colorado cases feature the improp-
er means element. However, based on Gold
Messenger, Inc. v. McGuay, it is clear that
the use of information by a person in a
close relationship with a person under a
written trade secrecy restriction setting
forth such information as proprietary is
actionable2

No Statute of Frauds

The UTSA nowhere requires that trade

secrecy restrictions be reduced to writing, -

Assuniing that the information is secret
and of value, and agsuming further that
improper means were used to appropriate
such information, the lack of a written
agreement may not necessarily be fatal to
finding misappropriation of a trade secret.
Instead of an express requirement of a
written trade secrecy agreement, UTSA §
102(4) requires the party agserting mis-
appropriation to have taken “measures to
prevent the secret from becoming avail-
able to persons other than those selected
by the owner to have access thereto for lim-
ited purposes” Although a written agree-
ment is not expressly required under such
language, it is hard to imagine a situation

- where a court would prohibit use of cer-

tain allegedly proprietary information
without such an agreement at least serv-

ing as the basis of the trade secrecy claim. -

In that regard, the defendant in Mec-
Guay,® although not a party hinmselfto a
written agreement providing that certain
information was a trade secret, was in a
close personal relationship with someone
who was a party. Thus, a written agree-
ment served as the ultimate source of the
Court of Appeals’ opinion in that matter.
Included in the cases that have arisen un-
der the UTSA in Colorado are those that
feature information such as customer
Lists.* The confidentiality of such informa-
tion appears somewhat suspect under the
cases and, without at least a clear show-
ing of reasonable protective measures in
the circumstances, trade secrecy will likely
be denied. Thus, although a written agree-
ment is not expressly required under the
UTSA, it is doubtful that an employer not
having such an agreement will be suc-
cessful in gaining a remedy for use of cus-
tomer list information.? Due to their in-
herently proprietary nature, however, re-
search and development information, in-
ternal analyses, future forecasting, and
business plans, for example, are more like-
ly to be deemed trade secrets without a
written agreement.

Remedies
Remedies under the UTSA include the
following:

Actual Damages: Under UTSA §
104(1),% “damages may include both the
actual loss caused by misappropriation and
the unjust enrichment caused by misap-
propriation that is not taken into account
in computing actual loss” .

Royalty Imposition: As an alternative
to actual damages, “a reasonable royalty”
may be imposed under UTSA § 104(1).27

Exemplary Damages: Exemplary
damages, not to exceed actual damages,
may be awarded under UTSA § 104(2)?8

““(Df the misappropriation is attended by

circumstances of fraud, malice, or a will-
ful and wanton disregard of the injured
party’s rights and feclings ™

Injunctive Relief: Injunctive reliefis

available under UTSA § 1033 )
Attorney Fees: Under UTSA § 1053
attorney fees are available to a defendant

if a misappropriation claim is made in bad -

faith, if a motion to terminate an injunc-
tion is made or resisted in bad faith, or if
the misappropriation is found to be will-
ful and wanton.?2 o

Protection of Secret Information:
UTSA § 106 gives a court the power to
protect the secret nature of the informa-
tion in issue, by, inter alia, appropriate pro-
tective orders,

Limitations S

The UTSA contains its own statute of
limitations. UTSA § 107% requires all mis-
appropriation claims to be brought no lat-
er than three years after the misappropri-
ation is discovered or, through the exercise
of reasonable diligence, should have been
discovered. Section 107 also provides that
a continuing misappropriation is to be con-
sidered as one claim. Accordingly, the run-
ning of the limitations period will not com-
mence until the use of the misappropriat-
ed information ceases.

Preemption of Non-UTSA
Trade Secrets Claims

UTSA § 108 sets forth an express pre-

emption provision:

Effect on other law.

(1) Except as provided in subsection (2)
of this section, this article displaces
conflicting tort, restitutionary, and
other law of this state providing civil
remedies for misappropriation of a
trade secret.

(2) This article does not affect;

(a) Contractual remedies, whether
or not based upon misappropria-
tion of a trade secret;







