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Common-Law
Misappropriation
- Priortothe adoption of the UTSA by the
Colorado General Assembly, effective Ju-
ly 1, 1988, Colorado adhered to the com-
mon-law rule of trade secrecy. At common
law; a six-part analysis, set forth as follows
in Porter Industries, Ine. v, Higgins3 deter-
mined the existence of a trade secret: _
(1) the extent to which the information
is known outside the business, (2) the
extent to which it is kmown to those in-
side the business, i.e., by the employees,
(3) the precantions taken by the holder
of the trade secrets to guard the secre-
cy of the information, (4) the savings ef-
fected and the velue to the holder in hay-
ing the information as against competi-
tors, (5) the amount of effort or money
expended in ohtaining and developing

the information, and (6) the amoumt of-

time and expense it would take for oth-
ers to acquire and duplicate the infor-
mation. . . The most éommenly aceept-
ed definition of trade secrets is restrict-
ed to confidential information which is
not discloged in the normal course of ex-
ploitation.t - '

Misapprbpﬁatidh‘"f ‘
Under the UTSA

By its express terms, the UTSA sets’

forth four elements necessary to establish
d claim for tradé secret misappropriation:

secrecy,value,pmtecﬁvemeamn-es,aﬂdini- :

proper means of appropriation. The first
three of these elements are set forth in the
definition of trade secret, and the fourth is
included in the definition of roisappropri-
ation, S

Definition of “Trade Secret”
Section 102(4),5 which defines trade se-

cret for purposes of the UTSA, varies sig--

nificantly from the common-law test: -
“Trade secret” means the whole or any
portion or phase of any scientific or tech-
nical information, design, process, pro-
cedure, formula, improvement, confi-
dential business or financial informa-
tion, listing of names, addresses, or tele-
phone numbers, orother information
relating to any business or Pprofession
which is secret and of value, To be a
“trade secret” the owney thereof must
have taken measures to prevent the se-
cret from becoming available to persons
other than those selected by the owner
to have access thereto for limited pur-
poses.
Three elements exdst in this statutory

definition—secrecy, value, and protective

measures. While these elements are fac-
tors in the common-law test, they are re.
quirements under the UTSA. Despite this
distinction, Colorado courts have contin-
ued to cite authoritatively to the common-
law test in cases determined after the
adoption of the UTSA.8 The existence and
scope of protective measures 88 a require-
ment hag served as the key issue in at least
two cases décided after the UTSA’s adop-
tion.WYomtheﬁecases,asWellasﬁomthe
languagnoftheU’ISAitselﬁitis clear that
secrecy; value, and protective measures are
all required for a trade secret to be found.

Secrecy: The “laundry list” of candidates

for trade secrecy in the UTSA includes: .

“any-scientific or technical information,
design, process, procedure, formula, im-

provement, confidential business or finan-

cial information, listing of names, address-
€5, or telephone numbers, or other infor-
mation,” provided that such items are tru-
Iy secret.® Secrecy is often the key issue un-
der the UTSA. In turn, the UTSA puts
great weight on protective measures as a
means of establishing secrecy. -

Although the UTSA nowhere requires
a written agreemiént to preserve trade se-
crecy; enforesment of an oral agreement is
by no means a certainty, bécause an gral
agreement may not be an adequate pro-
tective measure, except perhaps as-to
highly technical, clearly Pproprietary infor-
mation. If a written employment agree-
mentis entered into that does not set forth
trade secrecy language, an attempt at im-
posing a trade secrecy restriction may be
barred by the parol evidence rule, espe-
cially if the written-agreement includes
an integration clavise. As a matter of gen-
eral contract law, such clauses typically
bar the introduction of evidence in addi-
tion to the express terms of the written
agreement itself’o. - -

Protective Measures: For a trade se-
cret to arise under the UTSA, the owner
of the information must adopt “measures
to prevent the secret from becoming avail-
able to persons other than those selected
by the owner to have access thereto for
limited purposes ™ In Network Telecom.
munications, Ine. v, Boor-Crepeau,? the
plaintiff’s complaint alleged that “contact
lists” used by telemarketers were handed
out on a weekly basis, telemarketers were
prohibited from sharing their lists with
co-workers, and the lists were collected
and shredded on a regular basis, This was
found at least to merit the presentation of
evidence on a motion for preliminary in-
junction.

- Conversely, in Colorado Supply Co. v.
Stewart,'® peither a written trade
agreement nor any other appreciable
measures were used to safeguard secrecy.
Moreover, the “employee” at, jssue (in fact
an independent contractor sales represen-
tative) developed much of the information
himself, and the information compiled by
the “employer” was routinely given to

_ him. As the court stated: .
Here, the trial court concluded that -

plaintiff’s customer lists were not trade
secrets because: (1) the information was
.developed by Stewart, who was an in-
dependent contractor, rather than by
Plaintiff; (2) the names on the list can

. be.obtained fairly easily; by reading

- through the business section of the tele-
phorie directory and by asking Pprospec-
tive customers from whom they pur-

. chase certain products; and (3) there
was no exclusivity as to customers, in
that customers purchased the products
from more than one vendor. . . e

This was found insufficient to confer trade

secrecy status™® - -

. Information that is known generally
from.observation or that may be devel-
oped through means available t6 the pub-
licis not secret and, therefore, cannot be a
secret,'® nor is an employee’s pré-existi

knowledge.” In Stewart, the fact that the

allegedly confidential information was
given to an independent contractor was
critical. The Court of Appeals stated:
The trial court also found that the pre-
cautions taken to protect all of this -
formation were not those taken to pro-
tect trade secrets—they were only nor-
- mal business precautions. Further-
more, dissemination of this mformation
was not limited to certain employees.
Even independent contractors, who

- were hired as salespersong, were pro-

vided the information 18

Thus, the question arises as to whether
maintaining confidentiality of customer
lists with independent contractors is even
possible. By definition, releasing customer
lists to independent contractors allows the
information to be known beyond the or-
ganization seeking trade secret protec-
tion. The court in Stewart was of the opin-
ion that releasing customer Hsts to inde-
pendent contractors is not consistent with
“measures to prevent the secret from be-
coming available to persons other than
those selected by the owner to have access
thereto for limited purposes” within the
UTSA.* Instead, the acts taken by the
employer were deemed as “only normal
business precautions,” which were not
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enough to meet the protective measures
standard of § 102(4) of the UTSA.20
Stewartiaacustomerlistcase,andun—
like customer identity; technical and re-
. search information usually is considered
inherently confidential, Sharing this type
of information with independent contrac-
tors (especially if such disclosure is done
under non-disclosure agreements) may
not cause a finding that trade secrecy is
lost. Disclosure of such information in this
nature is both necessary and routine, Tt is
therefore uncertain that a court would in-
validate trade secrecy on such disclosure,
Awritten non-disclosure agreement alone
may be a satisfactory protective measure
for such information, However, Stewart at
least raises a question as to whether such
4n agreement, without more, will vender
acustomer list a trade secret, especially in
relation to an independent sales Presen-~
tative. S
Value; In the Colorade cases discuss-
ing the UTSA, the element of value is rare-
ly noted as an issue. Ifinformation has ree-
ognized value or if its use would. givea
competitor an advantage, value would ap-
pear to be established. PR

Element of Improper Means
Aside from the elements found in the
definjtion of trade secret, the additional e)-
ement of “improper means” must be es-
tablished for an actionable claim to exist

under the UTSA. Such an element ariseg -

from the statutory definition of “misappro-
Priation™ .

“Misappropriation” means:

(a) Acquisition of a trade secret of an-
other by a person who knows or has
reason to know that the trade secret
Wwas acquired by improper means; or

(b) Disclosure or use of a frade secret of
another without express or implied
consent by a person who:

(I) Used improper means to acquire
knowledge of the trade secret; or

{ID) At the time of disclosure or use, knew
or had reason to know that hig
knowledge of the trade secret was:

(A) Derived from or through a person
who had utilized improper means to
acquire it; .

(B) Acquired under circumstances giv-
ing rise to a duty to maintain its se-
crecy or limit its use; or

(C) Derived from or through a person
who owed a duty to the person seek-
ing relief to maintain its Becrecy or
limit its use; or

(III) Before a material change of his po-
sition, knew or had reason to know
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that it was a trade secret and that
kmowledge of it had been acquired
by accident or mistake 21 .
Few Colorado cases feature the improp-
er means element, However, based on Gold
Messenger; Inc. u. MecGuay, it is dlear that
the use of information by a personin a
close relationship with a person under a
written trade secrecy restrietion setting
forth such information ags proprietary is
actionable

No Statute of Frauds

The UTSA nowhere requires that frade.

secreqyrestricﬁonsbereducedtom-iting. '

Assuniing that the information is secret
and of value, and assuming further that
improper means were used to appropriate
such information, the lack of a written
agreement may not necessarily be fatal to
finding misappropriation of a trade secret.
Instead of an express requirement of a
written trade secrecy agreement, UTSA §
102(4) requires the party asserting mis-
appropriation to have taken “measures to
prevent the secret from becoming avail-
able to persons other than those selected
by the owner to have access thereto for lim-
ited purposes.” Although a written agree-
ment is nof expressly required under such
language, it is hard to imagine. a situation

- where a court would prohibit use of cer-

tain allegedly proprietary information
without such an agreement at least serv-

ingast.hebasisofthetradesecrecyclaim. :

In that regard, the defendant in Me-
Guay,” although not a party hiniselfto a
written agreement providing that certain
information was a trade secret, was in a
close personal relationship with someone
who was a party. Thus, a written agree-
ment served as the ultimate source of the
Court of Appeals’ opinion in that matter,
Included in the cases that have arisen un.
der the UTSA in Colorado are those that
feature information such as customer
lists.¢The confidentiality of such informa-
tion appears somewhat suspect under the
cases and, without at least a clear show-
ing of reasonable protective measures in
the circumstances, trade secrecy will likely
be denied. Thus, although a written agree-
ment is not expressly required under the
UTSA, it is doubtful that an employer not
having such ar agreement will be suc.
cessful in gaining a remedy for use of cus-
tomer list information.?s Due to their in-
herently proprietary nature, however, re-
search and development information, in-
ternal analyses, future forecasting, and
business plans, for example, are more like-
ly to be deemed trade secrets without a
written agreement.

Remedies

Remedies under the UTSA include the
following:

Actual Damages: Under UTSA §
104(1),% “damages may include both the
actual loss caused by misappropriation and
the unjust enrichment, caused by misap-
propriation that is not taken into account
in computing actual logs” .

Royalty Imposition: As an alternative
to actual damages, “a reasonable royalty”
may be imposed under UTSA § 104(1).27

Exemplary Damages: Exemplary
damages, not to exceed actual damages,
may be awarded under UTSA § 104(2)2

‘ “gi)fthe misappropriation is attendsd by

circumstances of fraud, malice, or a will-
ful and wanton disregard of the injured
party’s rights and feelings

Injunctive Relief: Injunciive reliefis

available under UTSA § 103 :
Attorney Fees: Under UTSA § 105,31
attorney fees are available to a defendant

if a roisappropriation claim is made in bad -

faith, if a motion to terminate an injunc-
tion is made or resisted in bad faith, or if
the misappropriation. is found to be will-
ful and wanton.22 T

Protection of Secret Information:
UTBA § 106% gives a court the power to
protect the secret nature of the informa-
tion in issue, by inter alic, appropriate pro-
tective orders.

Limitations : :

The UTSA contains its own statute of
limitations. UTSA § 107* requires all mis-
appropriation claims to be brought no lat-
er than three years after the misappropri-
ation is discovered or through the exercise
of reasonable diligence, should have been
discovered. Section 107 also provides that
2 continuing misappropriation is to be con-
sidered as one claim. Accordingly, the run-
ning of the limitations period will not com-
menceuntil the use of the misappropriat-
ed information ceases.

Preemption of Non-UTSA
Trade Secrets Claims .

UTSA § 108% sets forth an express pre-

emption provision;

Effect on other law,

(1) Except as provided in subsection @)
of this section, this article displaces
conflicting tort, restitutionary, and
other law of this state providing civil
remedies for misappropriation of a
trade secret.

(2) This article does not affect;

(a) Contractual remedies, whether
or not based upon misappropria-
tion of a trade secret;
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(b) Other civil remedies that are not
based upon misappropriation ofa
trade secret;or -

(c) Criminal remedies, whether ornot
based upon misappropriation of a
trade secret.

In Powell Products, Fnc. v. Marks,% pre-
emption under § 108 was limited to those
claims that feature a restatement of the
same operative facts that would plainly
and exclusively establish trade secret mis-
. appropriation. Preemption was found not
to preclude an interference with a business
advantage claim arising out of trade se-
creb misappropriation because such a claim
sets forth elements in addition to those of
misappropriation itself

Non-UTSA Misappropriation
Theories

Claims that do not arise under the
UTSA have been recognized by jurisdic-
tions other than Colorado. However, due
to the UTSA's preemption language, it is
doubtful that such theories will be recog-
nized in Colorado unless 2 claim also can
be established under the four elements
contained in the UTSA itself

Inevitable Disclosure

In Pepsico, Inc. v. Redmond, the Sev-
enth Circuit Court of Appeals recognized
the “‘inevitable disclosure” doctrine, which
had the result of barring a key employee
of one company working for a competitor
due to the employee’s knowledge of key
product information.% It is highly unlike-
ly that an inevitable disclosure claim is
possible in Colorado under § 108 without;
the proof of all four elements under the
UTSA. This is because the facts of an in-
evitable disclosure matter would appear
to-be operative facts that plainly and ex-
clusively spell out only a trade secret mis-
appropriation case, per the test in Powell,®
The UTSA’ protective measures Tequire-
ment may bé an issue here because, in Col-
orado, something more than mere compe-
tition probably will need to be shown to al-
low injunctive relief of the type imposed in
Pepsico. -

Misappropriation of
‘ﬂusfnessp Values” and ‘
“Unfair Misappropriation”
Colorado recognizes a completely sepa-
rate claim for misappropriation aside from
trade secrecy. Under the concept of ‘misap-

propriation of a business value, the mis-
appropriation of items, tangible or intan-
gible, is actionable in Colorado when thoge
items represent the menifestation of the
time, Iabor, or expenditure of another® In
Heller v Lexton-Ancira Real Estate Fund,2
the Colorado Court of Appeals described
this offense as“unfair misappropriation,”2
while in American Television and Com-
munications Corp. v, Manning,8 it is re-
ferred to as “unfair competition and mis-
appropriation™ and “exploitation of 2 com-
petitor’s buginess values,”5

The law of misappropriation of business
values in Colorado has its genesis in the
1918 US. Supreme Court case of Interna-
tional News Service v. Associated Press
(“INS™).48 In INS, the Supreme Court
found actionable INS's subscription to the
Associated Press’s (“AP”) wire service sig-
nal when INS, another news syndicate,

- took stories off the AP wire and then sold

them to its own network of subscribing
newspapers. Holding that the sale of the
stories generated from the AP wire
usurped the essence of AP’s business, the
Court determined that AP possessed a via-
ble interest to be protected by tort law. Hell-
er expands this theory to “essence” cases

THE COLORADO LAWYER / APAIL 2001 / VoL, 30, No. 4/ 11







